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Abstract: The personal information protection law (PIPL) of the People”’s Republic of China served as an impor-
tant legal framework for safeguarding personal information rights. It established clear regulations for personal infor-
mation controllers in their activities involving the collecting, storing, using, and sharing of personal information. It
also required that these controllers provide explanations within their privacy policies for the services they offered.
This meant that any company providing services in China must first offer a privacy policy that complied with the re-
quirements of the PIPL. Therefore, in order to analyze the compliance of privacy policies with respect to the PIPL,
an intelligent method was presented for assessing privacy policy compliance based on a knowledge graph. First, a

comprehensive analysis of the PIPL was conducted, and a multi-level privacy policy knowledge graph was pro-
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posed that covered concepts related to information protection that needed to be explained in privacy policies. Next,

a semi-automated method was built for collecting privacy policies and collected the privacy policies of 400 Chinese

Apps. 100 policies were cross-annotated based on the knowledge graph, resulting in the creation of the first Chi-

nese privacy policy corpus tailored to the PIPL called APPCP-100 (APP-privacy-policy-corpus-for-PIPL-100). Us-

ing this corpus, a Chinese concept classifier model CPP-BERT was constructed to achieve efficient detection of pri-

vacy policy compliance. Finally, the knowledge graph was applied to conduct a comprehensive compliance analysis

of privacy policies, and the results indicate that the current compliance of Chinese App privacy policies with the

fine-grained concepts of the PIPL still needs improvement.

Keywords: personal information protection law of the People’ s Republic of China, privacy policy, privacy protec-

tion, compliance check
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Figure 1

PIPL-based privacy policy knowledge graph
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Table 2 Evaluation results of text representation models

RHAE F1 % Accuracy AUC

TF-IDF 0.629 2 0.390 0 0.836 1
TF-IDF+Keyword 0.673 8 04175 0.8499
TF-IDF+Title 0.6216 0.346 7 0.8157
CPP-BERT 0.8311 0.650 6 09217
CPP-BERT+Keyword 0.833 1 0.655 4 0.922 6
CPP-BERT +Titile 0.810 8 0.601 8 0.9220
CPP-BERT (Transfer) 0.833 1 0.648 7 0.9275
BERT (Baseline) 0.622 4 03116 0.798 4
Keyword 0.5125 0.1812 0.8251
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Table 3 Evaluation results of concept classifiers

FFIE T F1-Score Accuracy AUC

RF 0.629 2 0.390 0 0.836 1

ET 0.642 7 0.406 6 0.836 7

XGBoost 0.6152 0.328 2 0.844 1

LR 0.491 4 0.2192 0.756 4

SvC 0.414 8 0.300 0 0.800 1

TF-IDF

KNN 0.256 5 0.0339 0.756 1

GNB 0.1580 0.036 1 0.741 3

DT 0.438 1 0.126 6 0.806 7

CNN 0.4715 0.1386 0.729 8

LSTM 0.487 9 0.176 4 0.779 6

RF 0.8311 0.650 6 0.9217

ET 0.829 3 0.646 3 0.9229

XGBoost 0.826 8 0.640 0 0.924 3

LR 0.8216 0.629 7 0.9255

SvC 0.8213 0.625 1 0.926 9

CPP-BERT

KNN 0.800 6 0.594 8 0.925 8

GNB 0.794 5 0.5156 0.923 3

DT 0.784 7 0.5457 09132

CNN 0.790 0 0.5419 0.909 4

LSTM 0.823 3 0.626 1 0.9259
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Table 5 Average coverage of nodes at all levels

R P34 6 2R
— IR 88.08%
ZR 58.23%
=R 49.09%

42 App ERBEEXRSH

ANFIZETI App I AR PT BE A ORI 2 57
TEL R IRIEETEAN NG BRI 8 F A E
WEX, RS s R R ] L —

AR App 7 55 R BTl S Fs,  ARSCiE
B AN EREMED MR 2, Fiit 1642851
App B SHRIEN, ZRAFRT P E R R T
Hegl. BACKE, SbEM AR S5 5R2E App )
PEE R R R, U B R R 55 X B e A )
BRI T AR RS MR SR AR KA
M. &R B 201K, B P
B, N, ZDORAAE IE A NG
BARY . HZ AR, iasE2Emm ) LE S App 1
Y R AR, PRI, HEE S App £
BLHIZIE s . WEARSE Z PAENL I REFTIE IR S5, fF
MYss—, HE RPN NMEEED. JLES App



i N 3 s ¥ N
%6 4 FRPEHTEE: HE T U S Y B RA BOR & R R 5 3 by =161 -
xX
ag 1.2
ook § S 3 3 e S
=S =S N K S K 2 2 2 =73 | &
2 X X I N ) =N ug2
N ) © ! X
<, o0 oo ] D
N < -
% o N
=X 3\: 3]
2 gl\° =
> 2 B 5 s 5
=2 NS S S g\: 3 © ¥ <
d
3 3 S © g = <
° ol o = o ° I= 5
g 5 S qd s S
% S : =K W ks I <
,mg % 5 NN ﬂs‘-} ninn ltmw ﬁ e}
o ole)
® o 50% [ = % 2 ©
I =+
I
=X
e}
on

&mh BE WM Bz S R OHE Wi XE #E O RE R ®E W e W
FUOM O BUR O BBE MR TH O R S A A Il EIA
AppZ&ij
K5 A5 App B i K 04T

Figure 5 Coverage of App in different categories
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